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Overview

Google BigQuery is a fully-managed data warehouse service that enables users to query massive datasets in real-time.
To enable Pyramid to connect to Google BigQuery, users must perform the following steps:

e Set up a Google Cloud Project

e Enable the BigQuery API

e  Establish a BigQuery Connection in Pyramid

Note: Ensure that your version of Pyramid is version 2023.01 or higher.

Set up a Google Cloud project

1. Signinto Google Cloud Console.

Visit the Google Cloud Console at https://console.cloud.google.com/ and sign in with your Google Account. If you don't
have a Google Account, you'll need to create one.

= Google Cloud ‘ o Test w ‘ ‘ Search (/) for resources, docs, products and more | Q_ Search ‘ ﬁ [ @ ®@
You're working in  Test
L

Project number: Redacted IQ Project ID: Redacted I
Dashboard Recommendations

Create a VM Run a query in BigQuery Create a GKE cluster Create a storage bucket
Quick access

API APIs and services B IAM and admin @ Billing {i} Compute Engine

S Cloud Sterage @), BigQuery n VPC network & Kubernetes engine

2 s Viewall products

2. Go tothe 'Manage resources' page

Type “Manage Resources” in the search bar at the top. This will take you to the manage resources page.

manage resources] %  Q Search

PRODUCTS & PAGES

e Manage resources
1AM and admin

3. Create a new project:

In the 'Manage resources' page, click on the 'CREATE PROJECT' button at the top of the page. If you have other projects,
you might have to first click on the project dropdown on the header bar, and then click on "NEW PROJECT" button.
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= Google Cloud

Manage resources CREATE PROJECT 3 CREATE FOLDER MOVE DELETE » TAGS

Resources

= Filter Filter

O Name D Li

O ¥ B No organization 2

O o Test central-surf-393918 2

O o* My First Project massive-catfish-394509 -
RESOURCES PENDING DELETION

4. Enter your project details:
In the new project form, enter your desired Project Name and Project ID. The Project ID is a unique identifier for your
project that can be used in commands and in configurations.
Note: If you're part of an organization, you may have to select the organization where this project will reside, or you can
choose "No organization" for personal projects.
Once you've filled out all the information, click on the 'CREATE' button to create your new Google Cloud Project.

= Google Cloud

Navigation menu

You have 10 projects remaining in your quota. Request an increase or
delete projects. Learn more [4

MANAGE QUOTAS 4

- Project name *

‘ PyramidAnalytics (7] ‘

Project 1D: pyramidanalytics. It cannot be changed later. EDIT

- Location *

‘ B No organisation BROWSE ‘

Parent organisation or folder

CREATE CANCEL

5. After creating your project, you may want to enable billing, especially if you plan to use resources that aren't available in
the free tier.

Enable the BigQuery API

1. Click on the left menu and go to APIs and Services -> Enabled APIs and Services in your Google Cloud Console.
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= Google Cloud
Ii!  Cloud overview >
aa  Products and solutions >
PINNED
API  APIs and services >
Enabled APls and services
&s Billing Library
i Credentials
e |AM and admin >
OAuth consent screen
&,
\-_e, Marketplace Page usage agreements
ﬁ:ﬁ Compute Engine >
@ Kubernetes Engine >
= Cloud Storage >
@ BigQuery >
::: VPC network >
)) Cloud Run
£ sal
e Security >
]
7 Google Maps Platfor... >

MORE PRODUCTS v

2. Create OAuth 2.0 Credential by going to the Google Cloud Console, open the side menu and navigate to APIs & Services >

Credentials.
= GOOQ'E Cloud manage resource
services Credentials + CREATECREDENTIALS i DELETE  w«~ RESTORE DELETED CREDENTIALS

“*  Enabled APIs and services Create credentials to access your enabled APIs. Learn more (3

@ Library

API keys
‘ O Credentials
[] Name Creation date
¥ OAuth consent screen No AP keys to display

=u  Page usage agreements

OAuth 2.0 Client IDs

O Neme Creation date
O  Webclient2 31 Jul 2023

Service Accounts

O Emai Name 4

O  Redacted CalvinGA4

3. Click the 'Create credentials' button and select 'OAuth client ID'.
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API APIs and services Credentials
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4+ Enabled APls and services Create credentials to ac

Library «
APl keys

O Name

No API keys to displa

Ox Credentials
v OAuth consent screen

=z  Page usage agreements

OAuth 2.0 Client |

(| Name
[0 Webclient2
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= CREATE CREDENTIALS @ DELETE v~ RESTORE DELETED CREDENTIALS
APl key
Identifies your project using a simple API key to check quota and access

OAuth client ID
Requests user consent so that your app can access the user's data

Service account
Enables server-to-server, app-level authentication using robot accounts

Help me choose
Asks a few guestions to help you decide which type of credential to use

4. You will be taken to a form to fill out the details. Select ‘Web Application’ at the top. It’s important that you add the URL of
the Pyramid instance in the ‘Authorised JavaScript origins’ section. For instance, here | would add
‘https://partners.pyramidanalytics.com/’. Then in the redirect URI section, add ‘{Your Pyramid
URL}/AuthenticateCallbackPage’. This URL is where Google will redirect users after they authenticate with Google.
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i Library
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e Test =

& Create OAuth client ID

A client ID is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
information. Learn more 2 about OAuth client types.

~ Application type * |
‘ Web application - ‘

~ Name *

Web client 3 ‘

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorised domains [2.

Authorised JavaScript origins @

For use with requests from a browser

- URIs1*
https://sesandbox.pyramidanalytics.com

-+ ADD URI

Authorised redirect URIs @

For use with requests from a web server

URIs1*
[ https://sesandbox.pyramidanalytics.com/AuthenticateCallbackPage

-+ ADD URI

Note: It may take five minutes to a few hours for settings to take effect

CREATE CANCEL

5. You may be prompted to configure the consent screen. Fill out the necessary information and save it.
6. Click 'Create' and take note of your 'Client ID' and 'Client Secret'. These are needed for Pyramid to identify itself to Google.
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& Client ID for Web application W DELETE
Additional information
Name *
Web client 2
The name of your OAuth 2.0 dlient. This name s only used to identify the client in the Client ID ID-.apps.googleusercontent.com
console and will not be shown to end users. Creation date 31 July 2023 at 11:05:00 GMT+1

The domains of the URIs you add below will be automatically added to

your OAuth consent screen as authorised domains 2 Client secrets

If you are in the process of changing client secrets, you can manually rotate them without downtime. Learn more (4

=1
e

Authorised JavaScript origins @ Client secret Redacted

For use with requests from a browser Creation date 31 July 2023 at 11:05:00 GMT+1
Status @Enabled

URIs 1%
https://g2prod.pyramidanalytics.com

=+ ADD SECRET
-+ ADD URI

Authorised redirect URIs @

For use with requests from a web server

URIs 1%
https://sesandbox.pyramidanalytics.com/

URIs 2*
https://g2prod.pyramidanalytics.com/ ‘

URIs 3*
https://g2prod pyran m ag ‘

-+ ADD URI

Note: It may take five minutes to a few hours for settings to take effect

(. JE

Establish a BigQuery connection in Pyramid

1. Inthe admin console, go to Data Sources and add a new data source. Select BigQuery, give your connection a name.

es (28)
Admin Hub Data Sources (28]

W Actions Name Write Capable
Licensing

Local PG

Snowflake Datawarehouse
SAP HANA

Snowflake Sandbox

neodj Bl

SOLITE MBTROM, SE SQL Server
Puise Nodes Azure Synapse
Kerberos Keytabs SAP BW
Tabular
imdbDemo
e test

Neod) Data Science

Source Limits

Oracle

O X Add Data Source

Data Source Type @ sigQuery -

Display Name

Tenant default

Mobile 'S Write Capable

Geospatial

Al DS and ML

2. Go to ‘Security’. Paste your Client ID and Client Secret into the fields.
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Add Data Source

General Authentication Method Single Sign-on (OAuth) - Specific User -

Connection

Client ID

Security

Client Secret

3. If you have completed the previous steps correctly, you will be asked to sign in with your Google account associated with

Google Cloud. You will then need to accept the relevant permissions by clicking ‘Allow’. You will then be able to access your
BigQuery database in Model.

Possible issue
If you happen to delete the BigQuery connection from Pyramid, you will not be able to recreate it as the refresh token will

not be generated again by Google Cloud until it expires. You will need to manually delete the Pyramid connection from the
‘Allowed Third Party Connections’.
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